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The national cybersecurity authority v

* Created in 2014 by Royal Decree

 Qver 130 staff members

* Coordinates the implementation of the National
Cybersecurity Strategy

« Composed of Cyber Emergency Response Team (CERT), Cyber
Threat Research & Intelligence Sharing (CyTRIS), National
Cybersecurity Certification Authority (NCCA), National
Cybersecurity Coordination Centre Belgium (NCC-BE)
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High-level mission: Make Belgium one of the least vulnerable countries in the cyber domain

A coordination role at strategic level...

Drafting the National Cybersecurity Strategy in cooperation with other government departments
Coordinating implementation of the Strategy at national level

Supporting national crisis management for cyber aspects

Monitoring and updating the legal framework on cybersecurity

Representing Belgium in international cybersecurity forums

.. and at operational level

Issuing alerts and advisories on the latest cyber threats

Monitoring notifications and reports of cyber incidents at national and international level
Supporting organisations in responding to cyber incidents

Developing standards and practical guides on cyber security, etc.
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®— Our constituents

The population as a whole:
Educate & involve
Individuals in their own

@Home

security

@OVI

@Gov
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Organisations:
Large companies,
SMEs, associations...

Public authorities:
Federal, but also
regional and local
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®— CCB services for organisations

Cyber security | Cyberresilience
expertise building

Proactive CCB Reactive CCB
services services

Restricted to essential NIS2
entities & gov services
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®— C(Cyber security expertise

== I|00ols & Resources

= \\/ebinars & talks

me CYFun® framework

Open access

Registration required

Investment strategy & funding

" " icted ial NIS2
coordination e
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CyFun®
Framework mapping

® CyberFundamentals CyF u n®
® CyberFund: S Selection tool
e e (Risk Assessment) | === |:
S e (National Tool) =

® CyberFund:

Corn e s ~—— h
-

\ &~ —. ] ) / . - = *‘_:?—‘s,::..é_“....:..
CyFun® mpi s ==
4 CyFun® A (CyberFundamentaIs Labels )| Self-Assessment tool T pA e ] s
Conformlty = s Qrf;;?‘\'@ = = e
Assessment . || e |
Scheme BASIC IMPORTANT ESSENTIAL CYFUH® BASIC
Verified Verified Certified .
for CAB's L = 5 Policy templates

\Under accreditation/

CyberFundamentals Toolbox is publicly available =& www.cyfun.eu

More info: https://www.cyfun.eu
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https://www.cyfun.eu/

Investment strategy & funding coordination gNeeee i o

AN

EU funding navigation
Find relevant European cybersecurity calls,
understand where you fit, and connect with partners.

Partnerships & networking
Access Belgian and European cybersecurity networks,
matchmaking and collaboration opportunities.

Your voice in Europe

Belgian CS ecosystem represented in ECCC
governance and strategic discussions.

Innovation & compliance guidance
Guidance with EU processes, innovation pathways
and initiatives like SECURE (compliance & readiness).

More info: https://ccb.belgium.be/ncc

CYBERSECURITY
BELGIUM

COORDINATION CENTRE

[ 4

CCB was designated as National Coordination Centre for
Belgium (NCC-BE) in the framework of EU Regulation
2021/887.

The NCC-BE drives innovation and strengthens Belgium’s
competitiveness by coordinating research, technology
and industrial development efforts in cybersecurity.

Uk

nm
NCP's

L coordinate

i

I

Strategic board

2 x : Funding for innovation, capacity
Funding for research building and implementation
Horizon Europe seEE feedback

Digital Europe
(cluster 3) 5 o

(objective 3)
Belgian Strategic
Advisory Group
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®— Proactive services

Malware Information Sharing
Platform (MISP)

Registration platform

External attack surface
protection

Restricted to essential NIS2

entities & gov services
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Malware Information Sharing p

Platform (MISP)

Get Started With MISP - Strengthen Your
Cyber Defences

R e L s

Threat intelligence platform
for sharing, storing and correlating

* indicators of Compromise of targeted attacks,
e threat intelligence, e

» financial fraud information,

* vulnerability information —

* Or even counter-terrorism information. e

open source project driven by CIRCL.LU -

Do Secar 35 of o2 3ot AN s usted oter
sty someLaty

oy e ) YouTube

Whemar poe mean T profem o, securly 3Vicer o eimpey codng i

A Al et https://www.youtube.com/@cybersecuritybelgium

More info: info@ccb.belgium.be
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Registration platform

@work and/or NIS2

* Optional safeonweb@work ABAGTE SEndE

The Centre for Cybersecurity Belgium (CCB)'s recommendation on how to

 Mandatory registration as
NIS2 entity with the CCB

1. Am | affected by NIS2?

u L} L} L u 1. Am | affecte 522
*INaication or aclivi entl
2. Regist NIS2 entity
, ASAepgls ervour eni Use our scope test tool to determine whether or not your organisation falls within the

scope of the Belgian NIS2 Law.

n u n
3. Report significant
SlZe, NetWOrkK iIntormation e
, 4. Conduct a strategic ri Download the NIS2 Scope Test Tool
L] u assessment to determin

your organisation’s

eeeeeeeeeeeeeeeee

(CyFun® )level B. In the supply chain of a NIS2 entity

Plan cybersecurity Since NIS2 entities have to manage the cybersecurity of their supply chain, they may

™ ™ 5.
. u training require your organisation to take cybersecurity measures: The Centre for Cybersecurity
) Belgium recommends to identify those who are vital to your cybersecurity and to invite
| | 6. Implement the security . .
eures them to implement at least the CyberFundamentals assurance level Basic.

More info: info@ccb.belgium.be
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Quick Scan

Report

Security rating by category

Ordered by weighting —| Industry average
0 100 200 300 400 500 600 700 800 900 950

Website

IP/Domain
Reputation

Encryption

Vulnerability
Management

Attack Surface
Network

Email

Data Leakage

DNS

Brand
Reputation
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https://atwork.safeonweb.be/
https://atwork.safeonweb.be/

External attack surface

protection

Early Warning System

 CCB’s automated Spear
Warning service based on
Arctic Hub technology, with
premium intelligence feeds

EWS: CCB database with
up-to-date contact
information

Spear warnings are
Individualized targeted
warnings to alert for
observed vulnerabilities or
infections on your network

Weekly check for
vulnerabilities, daily for
infections

More info & onboarding requests:
info@ccb.belgium.be
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Access Journey Program

* Free access (2x45d/Year)
to an external attack
surface mgt tool

 Tailored & individualized
training on remediation

Early Warning System

(Reports & Alerts)

* Threat landscape reports

 Flash alerts (for which
iImminent action required)

e ? Media articles

More info & onboarding requests:
intelligence@ccb.belgium.be
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®— Reactive services

(NIS2) Incident Notification &
Assessment

Digital forensics & Incident Response
(DFIR)

(Emergency) Security Monitoring

Open access

Registration required

Cyber crisis management (coordination)

Restricted to essential NIS2

entities & gov services
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(NIS2) Incident Notification & -
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Assessment

[wsze Pragmatic reporting tool, that is integrated in CCB’s current
iIncident handling process

i) Essentia

i) Important
{required 7

’6:‘ CENTRE FOR
(&% CYBERSECURITY
‘ BELGIUM

In wehich main sectons) does the organisation operate?

[] Manufechere, producton and distri-

Manufacturi
bastion of chemiczls 0] Man nng

[] Production, processing and distribu-

[] Poztel and courier services Siom of faod

{required ~)

What type of MI52 incident notification are you submitting?

i) Woluntary Motification
i) 24hinitial report
() 72hfintermediste report

(") Final Report {30 days after initial report]

required )

Dz you believe this incident is the result of malicious intent?

) Yes @ NISZ NOT'FICATION
O No GUIDE

i) Unsure

\required )

Incident Type

| | | Incident notification guide: https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-quide
W'be Incident notification platform: https://notif.safeonweb.be/ 16 —e
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https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://atwork.safeonweb.be/tools-resources/nis-2-quickstart-guide
https://notif.safeonweb.be/
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Digital forensics & Incident Response :

. Assistance (=advise) with coordination and/or analysis of a
cyber security incident (on request)

. Performed together with internal I'T/security team
. Collection and analysis of forensic evidence

- Goal for CERT: helping to contain the incident and if possible
to answer following questions:

- How did the attacker getin ?
- What exactly did the attacker do ?

- Is there still a risk ?

More info: info@ccb.belgium.be

___TLP:GREEN o




(Emergency) Security Monitoring "a?g CYBERSECURITY
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- Incident based

. Deployment of our agents or working with your tools

. Assist with follow up of the situation during or shortly after a
cyber security incident

. Escalation of findings and quick start of incident response if
required

. Limited duration

More info: info@ccb.belgium.be

___TLP:GREEN o
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®— Generic cyber resilience building in BE

Belgian Anti-Phishing Shield
(BAPS) erdacht@seoneb b

suspect@safeonaweb.be

Letter spear warning

Coordinated Vulnerability
Disclosure process

Open access

Registration required

Cyber security exercises &
challenges

Restricted to essential NIS2

entities & gov services
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EU level CS challenges & skills

Cybersecurity exercises & challenges

* Cyber exercises » Technical tabletops » Support Red
within targeted to test, prepare & Daemons at
sectors train for incidents (& European Cyber

» Organisation: ENISA associated incident Security Challenge

» CCB coordinates BE response playbooks) * Overview of CS
participation training offering

» Next CyberEurope within Belgian
edition (june 2026) education system

will focus on
railway & maritime

CYBER /& T
EUROPE @ BIU’?OLEx-
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CYBERSECURITY

®— |Learn more about us

W oo e oo s sviesof e peremmest. e begiom b - S . -
w e e @ Othe it fomaton nd sorvces st b - " s be be
Safeonweb® NEWS BLOG TIPS CAMPAIGN MATERIAL TEACHING MATERIALS LINKS CONTACT Safecnweb™
v arec: WEk Tools& Rosources Suppart  Gboutus  Comtact Register my organisation
® -

"A‘ CYBERSECURITY
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Tools & Resources

Home News Organisati Secte

' . —-_— @ —» Firstaid Do you have a problem?

At Home At Work At government Vital Sectors

E)

Safeonweb.be informs and For more information, advice, Guidelines for the various Various projects protecting

advises about cybersecurity and and useful links on how to information systems of public Belgium's Vital Industries @ .
main actual digital threats. protect computers and networks  institutions. Training for federal against cyber-attacks J

at work public officials. [

My account has been hacked I am a victim of cyberbullying My device is being used for
= A € c4

0 My account again? Cyberbullying is a crime that needs to be cryptojacking
e My account more reported!

re?

https://ccb.belgium.be/en https://safeonweb.be/en



https://ccb.belgium.be/en
https://safeonweb.be/en
https://atwork.safeonweb.be/
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Centre for Cybersecurity Belgium  Safeonweb

m LinkedIn - CCB “ Facebook - Safeonweb.be
X - CCB ®

'l Instagram - Safeonweb.be

X — CCB alert X — Safeonweb

° YouTube - CCB YouTube - @safeonwebbe
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https://www.linkedin.com/company/centre-for-cybersecurity-belgium/mycompany/?viewAsMember=true
https://www.linkedin.com/company/centre-for-cybersecurity-belgium/mycompany/?viewAsMember=true
https://www.linkedin.com/company/centre-for-cybersecurity-belgium/mycompany/?viewAsMember=true
https://www.youtube.com/channel/UCiZ490IhkKonCs8sj0IF_1g
https://www.youtube.com/channel/UCiZ490IhkKonCs8sj0IF_1g
https://www.youtube.com/channel/UCiZ490IhkKonCs8sj0IF_1g
https://www.facebook.com/Safeonweb.be
https://www.facebook.com/Safeonweb.be
https://www.facebook.com/Safeonweb.be
https://www.instagram.com/safeonweb.be/
https://www.instagram.com/safeonweb.be/
https://www.instagram.com/safeonweb.be/
https://www.youtube.com/@safeonwebbe
https://www.youtube.com/@safeonwebbe
https://www.youtube.com/@safeonwebbe
https://www.facebook.com/Safeonweb.be
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